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1. Announcements
– Homework 9 due Wednesday, May 8 at 11:59p (no written)

2. Transport layer security
– real TLS

3. Network layer security
– overview
– Internet Protocol security (IPsec)
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Transport Layer Security
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How long are fields? Which encryption protocols? How do 
client and server negotiate encryption algorithms?

TLS Handshake
– confidentiality

• client and server negotiate encryption algorithms before data transfer
– i.e., negotiate ciphersuite

• derive keys used in data exchange
– integrity

• check if handshake tampered with based on hash of handshake msgs
– authentication

• using public key and server’s certificate
• optional client authentication
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Negotiation: client, server agree on cipher suite
– client offers choice server picks one

Which supported depends on TLS version
– TLS 1.2 supports many cipher suites
– TLS 1.3 supports many fewer cipher suites

TLS_RSA_WITH_3DES_EDE_CBC_SHA
Key exchange 

algorithm: public-
key

Symmetric encryption 
algorithm:  block cipher to 

encrypt msg stream

MAC 
algorithm
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1. Client hello
client nonce, ciphersuites

3. Verifies certificate
generates premaster secret

4. Premaster secret
encrypted with Bob’s public key 
from certificate

6. Generate symmetric keys
client nonce, server nonce, 
premaster, ciphersuite

8. Client hello done
MAC of all handshake msgs
encrypted with client symmetric key

7. Encrypted data

Alice Bob

2. Server hello
server nonce, chosen
ciphersuite, RSA certificate

5. Generate symmetric keys
client nonce, server nonce,
premaster, ciphersuite

7. Server hello done
MAC of all handshake msgs
encrypted with server session keys

8. Encrypted data

è

ç

ç

ç

è

è
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Protect handshake from tampering



1. Client hello
client nonce, ciphersuites

Alice Bob

2. Server hello
server nonce, chosen
ciphersuite, RSA certificate

è

ç

Suppose Trudy sniffs all messages between Alice & Bob
– next day, Trudy sets up TCP connection with Bob

• replays sequence of records
• Bob (Amazon) thinks Alice made two separate orders for same thing

Solution
– Bob sends different random nonce for each connection

• causes encryption keys to be different on the 2 days
• Trudy’s messages will fail Bob’s integrity check
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Client nonce, server nonce, pre-master secret
– input into pseudo random-number generator to get master secret

Master secret, new nonces
– input into another random-number generator to get key block

Key block sliced and diced
– client MAC key
– server MAC key
– client encryption key
– server encryption key
– client initialization vector (IV)
– server initialization vector (IV)
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Data

Data 
fragment

Data 
fragmentMAC MAC

Encrypted
data and MAC

Encrypted
data and MAC

Record
header

Record
header

Record header:  content type; version; length 

MAC:  includes sequence number, MAC key Mx

Fragment:  each SSL fragment 214 bytes (~16 Kbytes)

These records are pushed into TCP socket 11
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Content
type SSL version Length

MAC

Data

1 byte 2 bytes 3 bytes

Data and MAC encrypted (symmetric algorithm)



Look at TLS traffic and openssl s_client traffic
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Network Layer Security
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… but what about the network layer?
– or, what’s not protected when we use TLS? What is protected?

How to protect against
– spoofing of IP addresses?
– replaying of IP packets?
– leaking of information in IP header?
– leaking of information in TCP header?
– …
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IPsec: Internet Protocol Security
– secures IP packets sent between 2 network entities

• sending entity encrypts packet and its payload
– TCP segment, UDP datagram, ICMP pkt, …
– web pages, e-mail, P2P file transfers, TCP SYN, IP addr, …

VPNs are one big application of IPsec
– institutions want private networks for security but costly
– instead institution’s inter-office traffic sent over public Internet  

• but encrypted before entering public Internet
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IP
header

IPsec
header

Securepayload

IP
he
ad
er

IP
se
c

he
ad
er

Se
cu
re

pa
yl
oa
d IPheader IPsec

header Secure

payload

IP
he
ad
er

pa
ylo
ad

IPheader payload

Headquarters
Branch office

salesperson
in hotel

Laptop 
with IPsec

Router with
IPv4 and IPsec

Router with
IPv4 and IPsec

public
Internet
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1. Authentication Header (AH) protocol
– provides 

• source authentication (of data, not user)
• data integrity (using HMAC)
• protection against replay attacks (seq #s)

– does not provide confidentiality

2. Encapsulation Security Protocol (ESP)
– additionally provides confidentiality (symmetric key)
– more widely used than AH

Choose 1 of these protocols to use
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2. Tunnel mode
– primarily for communication 

between gateway routers
– e.g., as with VPNs

IPsec
IPsec

IPsec
IPsec

Routers aware 
of IPsec

Hosts aware 
of IPsec

1. Transport mode
– primarily for communication 

between end hosts
– protects upper level protocols

Choose 1 of these modes to use 22



Host mode 
with AH

Host mode 
with ESP

Tunnel mode
with AH

Tunnel mode
with ESP

Most common and
most important
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193.68.2.23200.168.1.100

172.16.1/24 172.16.2/24

InternetHeadquarters Branch office

R1 R2

Original src IP Original dst
IP 

New src IP New dst IP

Intermediate routers 
process as normal IP pkt
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Can be used outside of IPsec as well as with IPsec
– exchanges and negotiates security and keys
– IKE used by IPsec to establish security associations

Security association (SA)
– keeps track of state associated with connection
– established before sending data, maintained by each endpoint
– exists from sending to receiving entity

• 1-way communication; for 2-way need 2 SAs

Q: Why have SA?
– IP is connectionless, but IPsec is connection oriented, like TCP  
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R1 stores for SA
– 32-bit SA identifier: Security Parameter Index (SPI)
– origin SA interface (200.168.1.100)
– dst SA interface (193.68.2.23)
– type of encryption used 
– encryption key
– type of integrity check used 
– authentication key

193.68.2.23200.168.1.100

172.16.1/24 172.16.2/24
Security association 

InternetHeadquarters Branch office

R1 R2

SA keeps track of state associated with connection

There can be problems with 
IPsec and NAT, proxies
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Where endpoints store state for different SAs

When IPsec pkt sent or received
– endpoint looks in SAD to determine how to process pkt

R1 sends IPsec pkt: R1 accesses SAD to determine how to process
R2 gets IPsec pkt: R2 uses SPI into index SAD, processes pkt accordingly

193.68.2.23200.168.1.100

172.16.1/24 172.16.2/24
Security association R1 R2
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Network Layer Security
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193.68.2.23200.168.1.100

172.16.1/24 172.16.2/24
Security association 

InternetHeadquarters Branch office

R1 R2

Original
IP hdr

Original IP
datagram payload

ESP
trl

encrypted

padding pad
length

next
header

1. Appends ESP 
trailer field to back 
of original pkt

Q: What is padding used for?
Block ciphers need to fill block

Q: What is next header?
Type of data in IP pkt payload, e.g., UDP

2. Encrypts 
result using 
algorithm & key 
specified by SA
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193.68.2.23200.168.1.100

172.16.1/24 172.16.2/24
Security association 

InternetHeadquarters Branch office

R1 R2

ESP
hdr

Original
IP hdr

Original IP
datagram payload

ESP
trl

ESP
auth

encrypted

encrypted authenticated

padding pad
length

next
headerSPI Seq

#

3. Appends ESP 
header to front 
§ SPI: so 

receiver knows 
which SA pkt
belongs 

§ Seq #:  to 
thwart replay

4. Appends auth
MAC 
§ over 

encrypted, 
using 
algorithm, 
keys in SA
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193.68.2.23200.168.1.100

172.16.1/24 172.16.2/24
Security association 

InternetHeadquarters Branch office

R1 R2

ESP
hdr

Original
IP hdr

Original IP
datagram payload

ESP
trl

ESP
auth

encrypted

encrypted authenticated

padding pad
length

next
headerSPI Seq

#

5. Creates new 
IP header, 
appends before 
payload

New IP
header
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Will Trudy see 
– original contents of pkt? 
– src, dst IP addr, transport protocol, port?

Can Trudy 
– flip bits without detection?
– masquerade as R1 using R1’s IP address?
– replay a packet?

193.68.2.23200.168.1.100

172.16.1/24 172.16.2/24
Security association R1 R2
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