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1. Announcements
– Homework 8 due Wednesday, May 1 at 11:59p (no coding)
– Homework 9 due Wednesday, May 8 at 11:59p (no written)

2. Network tools
– ssh, scp, rsync

3. Public key cryptography
– overview
– RSA algorithm

4. Network security
– authentication
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Goal: enable secure communication over insecure channel

Confidentiality: use cryptography
– only sender, intended receiver understand message contents

• sender encrypts message
• receiver decrypts message

Authentication 
– sender, receiver want to confirm identity of each other 

Message integrity 
– sender, receiver want to ensure message not altered (in transit, or 

afterwards) without detection
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Network Tools
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E.g., connect to your virtual machine from your host device

On your VM, start an ssh server
– sudo apt-get install openssh-server 
– sudo service ssh restart
– (normally if you’re connecting to a server you won’t need to do as 

an ssh server is already running)

Connect
– ssh username@ip_address
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E.g., copy files to your virtual machine from your host device

Runs over ssh, so ssh server should be running
– may also want to check ports open on device

Copy
– scp file_to_copy username@ip_address:~/path_to_put_file
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Sync contents of dir1 to dir2
– rsync -avr dir1 dir2

• -a: archive, recursive, keeps permissions intact
• -r: recurse
• -v: verbose

Sync contents of dir1 to dir2 from remote location
– rsync -avr -e ssh vumanfredi@cs.umass.edu:~/results/ . --exclude='data.txt'
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Public Key Cryptography
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Symmetric key crypto requires sender, receiver share secret
– Q: how to agree on key in first place (particularly if never met)?

Public key cryptography
– 2 parties communicate without shared secret known in advance

• radically different approach!
– applications

• encryption and decryption
• digital signatures 
• key exchange

Most widely used public key cryptography algorithms
– RSA: Rivest, Shamir, Adelson (1978)
– Diffie-Hellman (1976)
– Elliptic Curve Cryptography (1985) 9



Each user has its own public and private key pair
– K+: public encryption key known to all
– K-: private decryption key known only to receiver
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Requirements

1. Need K  ( ) and K  ( ) such that
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Public Key Cryptography
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Message
– bit pattern: can be uniquely represented by integer number

• encrypting message is equivalent to encrypting number
– example

• m = 10010001 uniquely represented by 145 
• encrypt m by encrypting 145 which gives new number, the ciphertext

RSA Intuition
– security of RSA is based on hardness of prime factorization

• easy to multiply 2 large prime numbers together, hard to factor result
– product of 2 prime numbers p, q:  can only be factored by p, q, 1, product

– (elliptic curve cryptography uses elliptic curve discrete logarithms)

Recall
– x mod n: remainder of x when divided by n
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1. Choose two large distinct prime numbers p, q
– e.g., 1024 bits each

2. Compute n=pq, z=(p-1)(q-1)

3. Choose e (<n) such that no common factors (besides 1) with z 
– e, z are relatively prime

4. Choose d such that ed-1 is exactly divisible by z
– (ed-1) mod z = 0
– ed mod z = 1

5. Public key is (n,e). Private key is (n,d).

K
B
+ K

B
-
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Given (n,e) and (n,d) as computed before

1. To encrypt message m (<n), compute

2. To decrypt received bit pattern, c, compute

c = m mod ne

m = c   mod nd

m  = (m mod n)e mod ndMagic
happens!

c

K
B
+ K

B
-
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Must show cd mod n = m where c = me mod n

cd mod n = (me mod n)d mod n      by substitution

= med mod n                    by fact 1

= m(ed mod z) mod n           by fact 2
= m1 mod n                     since ed mod z = 1 by design

= m

fact 1:  (a mod n)d mod n ≡ ad mod n
fact 2:  ab mod n = a(b mod z) mod n where n= pq and z = (p-1)(q-1)
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Given Bob’s public key (n,e) 
– how hard is it to determine private key (n,d)?

(Relatively) easy
– compute n=pq or z=(p-1)(q-1) 

Hard
– find factors of n=pq or z=(p-1)(q-1) without knowing p or q 

• 21024 bit # x 21024 bit #
– prime factorization takes exponential time

• no (non-quantum) efficient algorithm known
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1. Choose two large prime numbers p=17, q=11

2. Compute 
n = pq = 17x11 = 187
z = (p-1)(q-1) = 16x10 = 160

3. Choose e=7 (<n) that no common factors with z

4. Choose d such that ed-1 is exactly divisible by z
(ed -1) / z = 1
(7d-1) / 160 = 1
7d = 161
d = 23

5. Public key is (n=187,e=7). Private key is (n=187,d=23).

K
B
+ K

B
-
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Bob chooses p=5, q=7.  Then n=35, z=24.
e=5 (so e, z relatively prime).
d=29 (so ed-1 exactly divisible by z).

bit pattern m me c = m  mod  ne

0000l010 12 248832 17
Encrypt

Encrypting 8-bit messages

c m = c  mod  nd

17 481968572106750915091411825223071697 12

cd
Decrypt
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The following property will be very useful later for signatures

K  (K  (m)) =      m 
BB

- +
K  (K  (m))

BB
+ -

=

use public key 
first, followed by 

private key 

use private key 
first, followed by 

public key 

Result is the same!
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Follows directly from modular arithmetic

(me mod n)d mod n ≡ med mod n
≡ mde mod n
≡ (md mod n)e mod n 

vumanfredi@wesleyan.edu 21

K  (K  (m)) =      m 
BB

- +
K  (K  (m))

BB
+ -

=



Q: Is one better than the other?

What are public/private keys used for?

What are symmetric keys used for?
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Exponentiation in RSA is computationally intensive
– e.g., symmetric key DES at least 100x faster than RSA
– use public key crypto to establish secure connection

• then establish symmetric session key for encrypting data

Session key, KS
– Bob and Alice use RSA to exchange symmetric key KS

– once both have KS, they use symmetric key cryptography

vumanfredi@wesleyan.edu 23



24vumanfredi@wesleyan.edu



25vumanfredi@wesleyan.edu





Network Security
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Goal: Bob wants Alice to “prove” her identity to him

Protocol ap1.0:  Alice says “I am Alice”

“I am Alice”
Failure scenario??

vumanfredi@wesleyan.edu 28



Goal: Bob wants Alice to “prove” her identity to him

“I am Alice”

Failure scenario??

In network, Bob cannot see 
Alice, so Trudy simply 

declares herself to be Alice
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Protocol ap1.0:  Alice says “I am Alice”



Protocol ap2.0:  Alice says “I am Alice” in an IP packet
containing her source IP address 

Failure scenario??
“I am Alice”Alice’s

IP addr
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Goal: Bob wants Alice to “prove” her identity to him



Failure scenario??

“I am Alice”Alice’s
IP addr

Trudy creates
pkt “spoofing”

Alice’s addr
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Goal: Bob wants Alice to “prove” her identity to him

Protocol ap2.0:  Alice says “I am Alice” in an IP packet
containing her source IP address 



Protocol ap3.0:  Alice says “I am Alice” and sends her
secret password to “prove” it

Failure scenario??
“I’m Alice”Alice’s 

IP addr
Alice’s 

password

OKAlice’s 
IP addr
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Goal: Bob wants Alice to “prove” her identity to him



Failure scenario??
“I’m Alice”Alice’s 

IP addr
Alice’s 

password
Playback attack: Trudy 
records Alice’s pkt, later 

plays it back to Bob OKAlice’s 
IP addr

“I’m Alice”Alice’s 
IP addr

Alice’s 
password
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Goal: Bob wants Alice to “prove” her identity to him

Protocol ap3.0:  Alice says “I am Alice” and sends her
secret password to “prove” it



Protocol ap3.1:  Alice says “I am Alice” and sends her
encrypted secret password to “prove” it

Failure scenario??
“I’m Alice”Alice’s 

IP addr
encrypted 
password

OKAlice’s 
IP addr
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Goal: Bob wants Alice to “prove” her identity to him



Failure scenario??
“I’m Alice”Alice’s 

IP addr
encrypted
password

Record and playback 
still works!

OKAlice’s 
IP addr

“I’m Alice”Alice’s 
IP addr

encrypted
password
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Goal: Bob wants Alice to “prove” her identity to him

Protocol ap3.1:  Alice says “I am Alice” and sends her
encrypted secret password to “prove” it



Protocol ap4.0:  to prove Alice is “live”, Bob sends Alice R.    
Alice must return R, encrypted with shared secret key

Failure scenario??
Drawbacks?

Goal: avoid playback attack

Nonce: number, R, used only once-in-a-lifetime

“I am Alice”

R

K    (R)A-B

Alice is live, and only 
Alice knows key to 
encrypt nonce, so it 

must be Alice! 36



Protocol ap4.0:  to prove Alice is “live”, Bob sends Alice R.    
Alice must return R, encrypted with shared secret key

Failure scenario??
Drawbacks?

Goal: avoid playback attack

Nonce: number, R, used only once-in-a-lifetime

“I am Alice”

R

K    (R)A-B

Alice is live, and only 
Alice knows key to 
encrypt nonce, so it 

must be Alice!

Requires shared symmetric 
key.  Can we authenticate 

using public key techniques?
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Protocol ap5.0:  use nonce and public key cryptography

“I am Alice”

R

Bob computesK   (R)A
-

“send me your 
public key”

K  A
+ and knows only Alice could have 

the private key that encrypted R 
such that this holds true

(K  (R)) = RA
-

K  A
+
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Man-in-the-middle Attack
– Trudy poses as Alice (to Bob) and as Bob (to Alice)

I am Alice I am Alice

R

T
K   (R)-

Send me your 
public key

TK   
+

AK   (R)-

Send me your 
public key

AK   +

TK   (m)
+

Tm=K  (K   (m))+
T

-

sends m to Alice 
encrypted with 

Alice’s public key

AK  (m)
+

A
m = K  (K   (m))+

A
-

R
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Man-in-the-middle Attack
– Trudy poses as Alice (to Bob) and as Bob (to Alice)

Difficult to detect
– Bob receives everything that Alice sends, and vice versa

• e.g., so Bob, Alice can meet one week later and recall conversation!
– problem is that Trudy receives all messages as well! 
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