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Announcements
– Homework 6 due next Wednesday by 11:59p

Internet protocol

Addressing
– IPV4 addresses
– usage in routing
– how to get an IP address

Network programming
– raw sockets and byte packing
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ver length

32 bits

data 
(variable length,

typically TCP segment 
or UDP datagram)

16-bit identifier
header

checksum
time to

live

32 bit source IP address

head.
len

type of
service

flgs fragment
offset

upper
layer

32 bit destination IP address

options (if any)

IP protocol version
number

header length
(# of 32bit words)

upper layer protocol
to deliver payload to

ICMP=1, UDP=17, TCP=6

total packet
length (bytes)

Not widely used

for
fragmentation/

reassemblymax number
remaining hops

(decremented at 
each router)

e.g. timestamp,
record route

taken, specify 
routers to visit. 

When used 
usually indicate

suspicious 
activityHow much overhead?

20 bytes of TCP
20 bytes of IP
= 40 bytes + app layer overhead 1-4

Q: Why is version 1st?
So you know how to parse pkt

Bits transmitted left to right, top to bottom



vumanfredi@wesleyan.edu 1-5



vumanfredi@wesleyan.edu 1-6



vumanfredi@wesleyan.edu 1-7

Look at IP headers and ping/traceroute



Network links have MTU 
– largest possible link-level frame
– different link types have   

different MTUs 

Fragment when pkt > MTU
– 1 pkt becomes several pkts

• IP header bits used to identify 
and order related fragments

– reassembled only at final dst
– re-fragmentation possible
– don’t recover from lost 

fragments
– (IPv6  does not support)
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fragmentation:
in: one large pkt
out: 3 smaller pkts

reassembly

…

…

DoS attack: send fragmented 
pkts but leave one out



ID
=x

offset
=0

fragflag
=0

length
=4000

ID
=x

offset
=0

fragflag
=1

length
=1500

ID
=x

offset
=185

fragflag
=1

length
=1500

ID
=x

offset
=370

fragflag
=0

length
=1040

One large pkt
becomes several 

smaller pkts

4000 byte packet
• 3980 bytes payload
• IP hdr >=20 bytes

MTU = 1500 bytes 1480 bytes in 
data field

offset =
1480/8 = 

185
Counted in 
multiples of 

8 bytes 
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Identify as last 
segment
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Globally unique 32-bit identifier
– associated with host or router interface 
– interface: connection between host/router and physical link

• host: usually 1 or 2 interfaces
• router: usually many interfaces

Address format is hierarchical
– CIDR: Classless InterDomain Routing
– split into subnet part and host part

• a.b.c.d/x, where x is # bits in subnet part

11



subnet part and host part
– a.b.c.d/x, where x is # of bits in subnet part
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11001000 00010111 00010000 00000000

subnet
part

host
part

variable length # 
of low order bits

variable length # of high order 
bits, assigned by ICANN

3 min: what is a.b.c.d for this? What is /x?



subnet part and host part
– a.b.c.d/x, where x is # of bits in subnet part
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11001000 00010111 00010000 00000000

subnet
part

host
part

variable length # 
of low order bits

variable length # of high order 
bits, assigned by ICANN

3 min: How many addresses in this block 
of addresses?



Suppose given 223.1.1.0/24
– a.b.c.d/x, where x is # bits in subnet part
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11011111 00000001 0000001 00000000

subnet
part

host
part

223.             1.                1.                    0  

How many addresses are there in this block?



Suppose given 223.1.1.0/28
– a.b.c.d/x, where x is # bits in subnet part

15

11011111 00000001 0000001 00000000

subnet
part

host
part

223.             1.                1.                    0  

How many addresses are there in this block?
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223.1.1.1

223.1.1.2

223.1.1.3

223.1.1.4 223.1.2.9

223.1.2.2

223.1.2.1

223.1.3.2223.1.3.1

223.1.3.27

wired Ethernet 
interfaces connected by 

Ethernet switches

wireless WiFi interfaces 
connected by WiFi base station

Subnet
– set of interfaces with same 

subnet part of IP addr
– devices reachable without 

intervening routers

Subnet mask
– divides IP addr into subnet 

addr + host addr
– included in routing info 

given to routers

Recipe to find subnets
– detach each interface from 

its host or router
– create islands of isolated 

networks, i.e., subnets

3 min: this network comprises 
how many subnets? Why?
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223.1.1.1

223.1.1.2

223.1.1.3

223.1.1.4 223.1.2.9

223.1.2.2

223.1.2.1

223.1.3.2223.1.3.1

223.1.3.27

wired Ethernet 
interfaces connected by 

Ethernet switches

wireless WiFi interfaces 
connected by WiFi base station

Subnet
– set of interfaces with same 

subnet part of IP addr
– devices reachable without 

intervening routers

Subnet mask
– divides IP addr into subnet 

addr + host addr
– included in routing info 

given to routers

Recipe to find subnets
– detach each interface from 

its host or router
– create islands of isolated 

networks, i.e., subnets

223.1.1.0/29
223.1.2.0/28

3 min: this network comprises 
how many subnets? Why?

223.1.3.0/27
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223.1.1.1

223.1.1.3

223.1.1.4

223.1.2.2223.1.2.1

223.1.2.6

223.1.3.2
223.1.3.1

223.1.3.27

223.1.1.2

223.1.7.0

223.1.7.1
223.1.8.0223.1.8.1

223.1.9.1

223.1.9.2



Subnet mask
– zeroes out host part
– e.g., 200.23.16.0/23

• 11111111 11111111 11111110 00000000

– take logical “and” of subnet mask with address to get subnet part
• 1 AND 1 → 1
• 1 AND 0 → 0
• 0 AND 1 → 0
• 0 AND 0 → 0
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11001000 00010111 00010000 00000000

subnet
part

host
part

variable length # 
of low order bits

variable length # of high order 
bits, assigned by ICANN



Hex is [0:15] where A=10, B=11, C=12, D=13, E=14, F=15

1111  1111  1111  1111  1111  1100 0000 0000
f        f       f         f        f         c       0       0

Q: Why is broadcast addr
10.66.107.255?

Because .0 and .255 not assigned



Suppose 
– we must have 223.1.1 as network prefix
– we need block of 90 addresses

What should subnet mask be?
– how many bits for 90 addresses?
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0 26  25  24  23  22 21  20

64  32  16  8   4    2   1

27  26  25  24  23  22 21  20

128  64  32  16  8   4    2   1

1 26  25  24  23  22 21  20

64  32  16  8   4    2   1

223.1.1.0/24 gives 256 
addresses [0-255]

223.1.1.0/25 gives 128 
addresses [0-127]

223.1.1.128/25 gives a 
different set of 128 

addresses [128-255]



Pros
– scalable: routers don’t need to look at host part
– all pkts on same network forwarded in same direction

• only when pkt reaches network does host matter

Cons 
– every IP addr belongs to specific network
– what if host moves networks and wants to keep same addr?

• mobile IP
• contrast with fixed Ethernet link layer addr
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Private subnet (used in NAT), do not appear on Internet
– 172.16-31.*.*
– 10.*.*.*
– 192.168.*.*

Loopback address:
– 127.*.*.*

Addresses you can’t assign to devices
– *.*.*.255: broadcast addr
– *.*.*.0: used for subnet name

Broadcast address
– 255.255.255.255: broadcast to all hosts on network indicated

• if no mask: local network
• if mask: broadcast on that network

Address when device booting up
– 0.0.0.0 23
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Destination Address Range

11001000 00010111 00010000 00000000
through
11001000 00010111 00010111 11111111

11001000 00010111 00011000 00000000
through
11001000 00010111 00011000 11111111

11001000 00010111 00011001 00000000
through
11001000 00010111 00011111 11111111

otherwise

Link Interface

0

1

2

3
25

Forwarding table 
– does not contain row for every dest IP address
– instead computes routes between subnets (blocks of addresses)



Longest prefix matching
– use longest address prefix that matches destination address

Destination Address Range
11001000 00010111 00010*** *********

11001000 00010111 00011000 *********

11001000 00010111 00011*** *********

otherwise

DA: 11001000  00010111  00011000  10101010 

Question
DA: 11001000  00010111  00010110  10100001 which interface?

which interface?

Link interface

0

1

2

3
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From http://www.cidr-report.org/as2.0/

2018

Q: If a core router processes 1million pkts+ per second, 
how fast does it need to be able to search table?



Route aggregation
– combine multiple small prefixes into a single larger prefix
– allows efficient advertisement of routing information

28vumanfredi@wesleyan.edu

“Send me anything
with addresses 

beginning 
200.23.16.0/20”

200.23.16.0/23

200.23.18.0/23

200.23.30.0/23

Fly-By-Night-ISP

Organization 0

Organization 7
Internet

Organization 1

ISPs-R-Us “Send me anything
with addresses 

beginning 
199.31.0.0/16”

200.23.20.0/23
Organization 2

...

...



“Send me anything
with addresses 

beginning 
200.23.16.0/20”

200.23.16.0/23

200.23.18.0/23

200.23.30.0/23

Fly-By-Night-ISP

Organization 0

Organization 7
Internet

Organization 1

ISPs-R-Us “Send me anything
with addresses 

beginning 199.31.0.0/16
or 200.23.18.0/23”

200.23.20.0/23
Organization 2

...

...

More specific routes
– ISPs-R-Us has a more specific route to Organization 1
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ICANN
– Internet Corporation for Assigned Names and Numbers 
– http://www.icann.org/

ICANN functions
– allocates addresses
– manages DNS
– assigns domain names, resolves disputes
– …
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http://www.icann.org/


Allocated portion of its provider ISP’s address space

1-32vumanfredi@wesleyan.edu

ISP's block          11001000  00010111  00010000  00000000    200.23.16.0/20

Organization 0    11001000  00010111  00010000  00000000    200.23.16.0/23
Organization 1    11001000  00010111  00010010  00000000    200.23.18.0/23
Organization 2    11001000  00010111  00010100  00000000    200.23.20.0/23

...                                          …..                                   ….                ….
Organization 7    11001000  00010111  00011110  00000000    200.23.30.0/23



Option 1
– hard-coded by system admin in a file on your host

Option 2:
– dynamically get address from a server

• DHCP: Dynamic Host Configuration Protocol
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Why?
– inefficient use of address space 

• from pre-CIDR use of address classes (A: /8, B: /16, C: /24)
– too many networks (and devices)      

• Internet comprises 100,000+ networks         
• routing tables and route propagation protocols do not scale         

Q: how many IPv4 addresses are there?
– 232

Solutions
– IPv6 addresses
– DHCP: Dynamic Host Configuration Protocol
– NAT: Network Address Translation
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Take  bytes put into socket and push out of network interface
– no IP or transport layer headers added by operating system!

Q: why have raw sockets? Why are stream/datagram not 
enough?

Lets you create your own transport and network layer headers
– set field values as you choose

• e.g., time-to-live fields
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https://docs.python.org/3/library/socket.html

Q: why set a timeout?



38https://docs.python.org/3/library/struct.html

How do you create a 
(packet) header?


